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Beenenne. CnyuaiiHble yicia UTPalOT BaKHYIO POJIb B CaMbIX Pa3HbIX 00nacTsax Hayku. Mx
AKTUBHO NMPUMEHSIOT B 3a7ja4aX MOJEIMPOBAHMS, YUCIEHHOTO aHaIN3a, TEOpUU Urp. I'eHeparopsl
ciy4aiiHbIx ymcen (panee - ['CH) B kauecTBe MeXaHU3Ma MOJIy4YEHHUS CIy4YailHbIX BEINYNH
HCIIOJNIB3YIOT pa3Hble PU3NYECKUE MPOIECChl, TaK KaK Ha JaHHBIA MOMEHT HE CyILIECTBYET
MaTeMaTH4eCKUX aJlfOPUTMOB, KOTOPbIE Obl 3aHUMAIIUCh TeHepalyeil MOAIMHHO CIyYalHBIX YHCEIL.
JlanHast TeMa KpaifHe oOIIMpHA U CTOUT Takke oTMeTUTh, uto ['CH u I'TICY (reneparopsl
TICEB/IOCITYYaHBIX YMCEN) SBISIOTCS KIFOUEBbIM 3B€HOM B COBPEMEHHOM Kpunrorpapuu u
nHpopmarmoHHoi 6e3onacHocTu. TakuM 00pa3oM, gaHHast paboTa MOCBSIIEHA UCCIIETIOBAHUIO
aKTyaJIbHOM 00J1acTH, 3aTparuBarolei Gpu3nky, MaTeMaTUKy 1 IPOrpaMMHUPOBaHUE.

IIpoGaema. ['enepanus nemeBoi ocaea0BaTeNIbHOCTH UCTUHHO CIyYalHBIX YHUCET.

I'unote3a. JlomyctuMm, 4to MokHO co3aarh ['CY Ha 0CHOBE HEKOTOPOTO CIIYyYailHOTO (hPU3UIECKOTO
SABJICHUA.

AKTyaJIbHOCTB. B Hamm qHY ciydaiiHble YKciia MIMPOKO MPUMEHSIOTCSA B KpUNTorpapuu 1 MHOTUX
JPYrux o0NIACTAX HAYYHOI'O 3HAHUSA (CIydaiHble YucIa UMEIOT IPUMEHEHHE B (U3UKE, aHAIN3e,
MIPOrpaMMUPOBAHUU, MOJEIIUPOBAHUU U T. [1.).

Hexaw. MccnenoBanue pa3HbIX METOJOB F€HEPAIIUH CIyYalHBIX U IICEBIOCTYYaHBIX YUCEIT,
Boccosganue I'CY u ero onruMusanus.

3agaum:
1. W3yueHne OCHOBHBIX METOOB I'€HEPALH CITy4alHBIX U MICEBIOCITyYalHbIX YHCET.
2. WMsyuenue ob6nacreit npumenenus 'CH u I'TICY.
3. Co3pnaHue SKCIEPUMEHTAIbHON YCTAHOBKH 10 T€HEPALIUU CIIyYalHbBIX YUCEIL.

4. Amnanu3 BBIXOIHBIX IIOCJIEOBATEIBHOCTEN, BbIJaBAEMbIX T€HEPATOPOM IIPU Pa3IMUHBIX
rnapamerpax.

MeToabl 1 METOAMKH, KOTOPbIE HCIOJIb30BAINCH NPU pa3padoTKe MPOeKTAa:

1. H3yueHue METONOB I'€HEPALNU CITyHYalHbIX U IICEBAOCTYyYalHBIX YUCET.
HccnenoBanre MeTO0B ONpEeIICHUs MEPbI OJIM30CTH 3a/1aHHOM MMOCIeI0BATEIbHOCTH K
CIIy4aitHOM.

3. Co3naHue SKCIIEpUMEHTAIIBHON YCTAaHOBKH I10 T'€HEpaluy CIIy4YalHbIX YUCEN U €T0
ONTUMHU3ALIMSL.

4. IlpoBepka cay4ailHOCTH MOCIIEIOBATEILHOCTH, BblAaBaeMoi skcniepuMenTaibubiM ['CY.

JTanbl NPOCKTHOM AeATEJbHOCTH:



N3yuenue crarei, MNOCBAIICHHBIX UCCIIEI0BAHUIO BOIIPOCA FEHEPALMH CIIyYaHBIX U
TICEBIOCITYyYalHbIX YHCEIL.

Coznanue SKCIIEpUMEHTAIBHON YCTAaHOBKH 110 TEHEPALMU CITy4YailHbIX YUCEL, €€
HCCIIE0BAHNE U ONITUMH3ALMS.

HccnenoBanue METOI0B OMpeIeeHUsT Mephl OJIM30CTH 33JaHHON TICEBIOCTyYaitHON
MIOCJIEI0BATENBHOCTH K CITy4alHOM.

Omnpenenenue Mepbl 6JIM30CTH 33JaHHON TICEBIOCITyYaitHOM MOCIIe0BaTeIbHOCTH,
BbIIaBaeMo skcriepuMeHTanbHbIM ['CY, K citydaifHOM.

OcHoBHbIE BbIBO/JbI 110 IIaBaM:

1.

HccnenoBanne npodaeMbl reHepanuu cJay4daiiHbIx ynces. Beenenue nonsitusi 'CY n
I'TICY. IIpoGnema reHepaiuu NOJUTMHHO CITyYalHBIX YHACEIT 3aKJIF0YaETCs B TOM, UTO €CITH
“cryyaiiHas’ OCIe10BaTeIbHOCTh Oy/IET CO3/1aBaThCsl HEKOTOPHIM MAaTEeMaTHUECKUM
aJITOPUTMOM, TO OHA OyZET MpesicKa3yema, 4To, K IpUMepy, B 3a7a4ax HHPOPMAIIMOHHOMN
6€30IaCHOCTH MOYKET CKOMIIPOMETHUPOBATh 0€30MaCHOCTb JIUYHBIX JaHHbIX. [10100HbIE
aJITOPUTMbI HA3bIBAIOT F'€HEPATOPaMHU MCEBIOCITyYaiiHbIX yKcel (cokpamieHHo - [TICYH) u ux
TaK)KE€ MCIOJb3YIOT B HAayKe, B 3a7a4ax, [IPU PELIEHUU KOTOPBIX HE HY’KHA UCTHUHHAs
CIIy4aifHOCTb (33a4K MOJIETUPOBAHUS, UMUTALIUS XaOTUUHBIX AEHCTBUI MOJIb30BaTENs
UT.J.), a TAK)Ke AJIs NOBbILIEHUs Tpou3BoauTenbHOCTH ['CY. I'eHepaTopsl ciayyailHbIX YUCeN
(coxpamenno ['CH) popMupyrOT MOCIEIOBATEIBHOCTD CTyYaiHBIX YUCEI B 3aBUCUMOCTH OT
TEKYIIEro 3HaUeHHsI KaKoro-JInbo arpulyTa pU3nuecKol Cpebl, KOTOPbIN MPAaKTHUECKU
HEBO3MOYKHO CMOJIEIMPOBATh MIPU TEKYIIEM YpOBHE 3HaHUI. B paMkax naHHOTro MpoekTa s
U3y4MI 3Ty 00J1acTh, HanOOJIee PaCIPOCTPAHEHHbBIE METO/IbI TeHEePALUU CITyYaltHbIX U
IICEBIOCIYYalHbIX YHCE, @ TAKKE METO/bI IPOBEPKHU CIIyHYaHHOCTH HEKOTOPOU
IIOCJIEOBATEIBHOCTH.

0030p MeTOA0B reHepauvy CJAYYANHBIX M NCEBIOCAYYAHHBIX Ynces. B pamkax gaHHOTO
npoeKTa ObIIM U3y4eHbl METO/Ibl TEHEPALMH CIYYalHbIX YHUCEN, OCHOBAHHBIEC HA: TEIIOBBIX
KOJIEOAHUSX PE3UCTOPA, KBAHTOBBIX (IIyKTyallMsX BaKyyma U aTMoc(epHBbIX Imymax. Taxxke
ObUIN U3YYEeHbI HEKOTOPBIE METObI T€HEePALH MICEBIOCTyYaiHbIX YHCET.

Co3nanue 3KCIepUMEHTAJIBLHON YCTAHOBKH 10 TeHepaluy cIy4aiiHbIX yncen. B
Ipolecce peanu3aluy MpoeKTa OblT CO3aH TeHepaTop CIIy4alHbIX YUCE, OCHOBAHHBIN Ha
BUJICOpErUCTpaLM IBUKEHUS MapaduHa B JIaBOBOM J1amie. 3a IBUKEHUEM JKUIKOCTEN
HaOmonaeT kamepa. Kaapbl U3 Mojy4yeHHOTo BUE0 MPeoOpa3oBbIBAIOTCS B UUCIIA, KOTOPHIE
B CBOIO OYEPEb MPOXOAAT YePEe3 aAITOPUTM XIUIMPOBAHUS U NMPEBPAILAIOTCS B CITydaiiHbIe
yrcia. Vicnonb3ys aHaloru4YHbIi NIPUHLIKI MOTYT OBITh Takoke coszfansl ['CY, 6e3
M3MEHEHHS allapaTHOro M MPOrPaMMHOTO 00eCTieYeHHsI, OCHOBAHHBIE Ha XaOTHYHBIX
JIBYDKEHUSIX IBOMHOIO MasiTHUKA, O€CIIOPSAI0UHBIX IBUKEHUAX MUKPOCKOITNYECKUX
BUJIMMBIX B3BEILIEHHBIX YaCTHUI[ TBEPJOTO BELIECTBA B )KUJKOCTH WM ra3e u3-3a
OpPOYHOBCKOTO JIBM)KEHUS U IPOUUX CTOXACTUYECKUX MaKpOIPOLIECcCax.

Mertonbl onpeneeHusi Mepbl CJIY4YaHHOCTH YHCJIOBBIX NOC/Ie10BaTeJIbHOCTel. bblt
n3y4eH naker ctatuctuieckux TectoB NIST 11 mpoBepkH ciiy4ailHOCTH HEKOTOPOM
YHCIIOBOM MocienoBarenbHOCTU. Takke Obula MpoBEepeHa CIy4yallHOCTh BBIXOJIHBIX JaHHBIX,
BbIIaBa€MbIX dKcniepuMeHTanbHbIM ['CY, co30aHHBIM B paMKax IPOEKTa, KOTOpast
MOATBEPUIIA CIIYYaHOCTh BBIXOAHOU nocnegoBarensnoctu ['CY.

BobiBojabl. B pamkax npoekra OblTH N3y4eHbl OCHOBHBIE METO/IbI T€HEPALIUN CITYyYalHbIX U
TICEBIOCITyYalHBIX YKCeN, ObLT co3/1aH coocTBeHHBIN ['CY, 0CHOBaHHBIN Ha CITy4aiiHOM
(buzmveckoM mnporecce, paboToCroCOOHOCTh KOTOPOTO MOATBEPANIH COOTBETCTBYOIINE TECTHI.
BbuiM Takke n3yueHbl OCHOBHBIE METO/IBI IIPOBEPKH CIIyYallHOCTH YMCIIOBOM MOCIEI0BATEIbHOCTH.
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IIpakTnyeckas 3Ha4UMOCTh. bbi1 co3nan padotaromuii 'CY. bbuin paccMOTpeHbl BApHAHTHI
noBbileHus mpousBoauTeabHocTH ['CY ¢ momomnisro I'TICY.

HoBble 3HaHUS, MOJIyYeHHbIe TPU padoTe HAX NPoeKTOM. /111 co3naHus MpoeKkTa Ol U3ydeH
O0JIBIION TTAaCT WH(POPMALIH, TOCBSIIIEHHBIN METOAAM TeHEPAluH CITYYaiHbIX 1
NICEBIOCITyYalHbIX yKcen. bbul co3nan pabounii MpoTOTHII, TEHEPUPYIOIUI cly4aiiHble Yucia, a
TaKXe OBUTH OCBOEHBI M M3y4eHBI cTarucTrueckue TecTol NIST.

CHucoK HCMOJIb30BAHHBIX HCTOUHHKOB:

1.

e

https://ru.wikipedia.org/wiki/%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%B0%
D1%82%D0%BE%D1%80_%D1%81%D0%BB%D1%83%D1%87%D0%B0%D0%B9%%
D0%BD%D1%8B%D1%85 %D1%87%D0%B8%D1%81%D0%B5%D0%BB

https://en.wikipedia.org/wiki/Lavarand

. https:/ru.wikipedia.org/wiki/%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%B0%

D1%82%D0%BE%D1%80_%D0%BF%D1%81%D0%B5%D0%B2%D0%B4%D0%BE%
D1%81%D0%BB%D1%83%D1%87%D0%B0%D0%B9%D0%BD%D1%8B%D1%85 %
D1%87%D0%B8%D1%81%D0%B5%D0%BB#%D0%94%D0%B5%D1%82%D0%B5%
D1%80%D0%BC%D0%B8%D0%BD%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%
D0%BD%D0%BD%D1%8B%D0%BS5_%D0%93%D0%9F%D0%A1%D0%A7
https://csrc.nist.gov/Projects/Random-Bit-Generation/Documentation-and-Software
https://ru.wikipedia.org/wiki/%D0%A1%D1%82%D0%B0%D1%82%D0%B8%D1%81%D
1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%BS_%D1%82%D0
%B5%D1%81%D1%82%D1%8B_NIST
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