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BBenenue

AKTyaJlbHOCTB. B Hamm 1HY ciaydaliHbIE U IICEBAOCIyYalHbIe YMCia UPOKO MPUMEHSIIOTCS
B KpUNTorpauu 1 MHOTHX JAPYTHX 00JacTAX Hay4HOTO 3HAHUS (CIydaiiHble YHCIIa UMEIOT
pUMEHEeHHEe B (U3MKE, aHAIN3E, IPOTPAMMHUPOBAHHUH, MOJICTTHPOBAHUH H T. II.).

O0LEeKThI UCCJIeI0BAHNS:

1. Teneparopsl cinyyaitabix yucen (ganee - 'CYH) u npuHIUIBI X PabOTHI.
2. T'eneparopsl iceBnociyuyaiubix yncen (nanee - 'MICY) u npuHIUIBI ©X paObOTHI.
3. MeToasl IPOBEPKHU CIIYyYaHHOCTH YUCIOBOM MOCIIEI0BATEIIBHOCTH.

HpeI[MeTbI HCCJIC0OBAHUA:

1. T'CY, ocHOBaHHBIE Ha BUICOPETHCTPALNN XaOTHYHBIX (PH3UUECKUX SBICHHUM.
2. Haubosnee pacnpocTpaHeHHbIE METO/Ibl TE€HEPALUH CITYyYalHbIX YHCEIL.
3. Tlaker cratuctuyeckux tectoB NIST (cm. cebuiky 1).

IIpakTHYeckasi 3HAYMMOCTh PoeKTa. B npornecce peanuzanuu nmpoekra OblI CO3AaH
pabotarouuii I'CY. beiun paccMoTpeHbl BapuaHThI MOBBILIEHUs ipou3BoauTensHocTH ['CY ¢
nomouisio I'TICY.

Heab. MccnenoBanue pa3sHbIX METOAOB F€HEPAIIUU CITyUYalHBIX U MICEBIOCITYYaHBIX YUCEIL,
Boccosganue ['CY u ero onruMusaus.

3apaum:
1. H3yuyeHue OCHOBHBIX METOOB I'€HEPALUU CIIyYalHbIX U IICEBAOCIYYaNHBIX YNUCEI.
2. WMsyuenue obnacreit npumenenus I'CH u I'TICY.
3. Co3pnaHue SKCIEPUMEHTAIbHONW YCTAHOBKH 10 T€HEPALIUU CIIyYalHbIX YHCEIL.

4. Amnanu3 BBIXOJHBIX IIOCJIE0BATEIILHOCTEH, BbaBAEMbIX T€HEPATOPOM MpHU
pa3iIMYHBIX ITapameTpax.

l'unorte3a uccaenoBanms. Jlomyctum, uro MoxHO co3nats ['CH Ha OCHOBE HEKOTOPOTO
CIIy4aifHOTO (PM3NYECKOTO SBICHHUS.

Mertonb! ucciienoBaTe1bCcKoil padoThl:

1. H3yueHue METONOB I'eHEpALMU CIIyHYaiHbIX U IICEBAOCTYyYalHBIX YUCET.
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2. HccnenoBanue METOOB OIpeeNeHHsI MEpbI OJIM30CTH 3aJaHHOMN
MIOCJIEI0BATENBHOCTH K CITy4alHOM.

3. Co3pnaHue SKCIEPUMEHTAIbHON YCTAHOBKH 10 T€HEPALIUU CIIyYalHbIX YUCEIl U €TO
OIITUMMU3AIIH.

4, HpOBepKa CﬂyqaﬁHOCTH noCJICI0BATCIbHOCTH, BBIJIaBa€MOM OKCIICPUMCHTAJIbHBIM
Icu.

HoBu3na uccienopanusi. Ha cerogusmnuii 1eHb CylecTByIOT pabOThl, TOCBSIIIEHHBIE
M3YYCHUIO OTJIEJIbHBIX METOJIOB T€HEPALMK CITyYaHbIX yncesl. OQHaKo MPU CO3/aHHUE TaHHON
paboThl 51 TOAOIIEN K BOIPOCY 00Jiee KOMIUIEKCHO, U3YYHB METO/IbI TeHEPAIIUH CITyUYalHBbIX U
TICEBIOCTYYalHBIX YMCEN, 00JaCTH UX MPUMEHEHHUS, CO3/IaJT IKCIICPUMEHTAIBHYO YCTaHOBKY,
paboTOCIIOCOOHOCTh KOTOPOM ObLTA MOATBEPIKICHA TECTAMM, & TAK)KE U3YUUIT METO/IbI
MIPOBEPKH CIIYYaTHOCTH YUCIOBOM MOCIEI0BATEILHOCTH C TTIOMOIIBIO CTATUCTUYECKUX TECTOB
NIST.

ITanbl UCCJIEIOBAHMA:

1. H3yueHue METOOB I'€HEpALNU CITyHYaiHbIX U IICEBAOCTYyYalHbIX YUCET.
HccnenoBanue METOI0B ONpeieeHNs Mephl OJIM30CTH 3aaHHOM
IIOCJIEI0BATENIbHOCTH K CIIy4alHOM.

3. Co3pnaHue SKCIIEPUMEHTAIbHON YCTAHOBKHY 10 T€HEPALIUN CIIy4alHBIX YMCEII U €TO
ONTUMU3ALINSL.

4. IlpoBepka ciry4allHOCTH IOCJIEN0BATEIbHOCTH, BbIIABAEMOM IKCIIEPUMEHTAILHBIM
Icy.



OcHOBHAY 4aCThb

I'masa 1. UccaenoBanne mpodeMbl TeHEPANNH CJAYYAHBIX YHCEJL.
BBenenue nousaTusa 'CH u I'TICY.

CrnyualiHble yrciia UTPAOT BaKHYIO POJIb B CAMBIX Pa3HBIX 00IacTsIX Hayku. X akTHBHO
MPUMEHSAIOT B 33]1auax MOJICIUPOBAHUS, YUCICHHOTO aHalln3a, TEOPUH Urp. I eHepaTopsl
ciyuyaiiHbIX yucen (nanee - 'CH) B kauecTBe MeXaHW3Ma MMOTYUYEHHUS CIyYalHbIX BEJIMUYUH
WCIIONB3YIOT pa3Hble PU3NICCKUE TIPOIECChI, TaK KaK Ha JAHHBIH MOMEHT HE CyIIECTBYET
MaTeMaTH4eCKUX aJrOpPUTMOB, KOTOpbIE Obl 3aHUMAJIMCh TeHEpalMel MOJIMHHO CITy4aliHOM 1
HETpeICcKa3yeMoil mocienoBarenbHOCTH. JlanHas TeMa KpaifHe OOIIMpHA U CTOUT TaKKe
O0TMeTUTh, uTo ['CY SBIIAIOTCS KIIFOYEBBIM 3BEHOM B COBPEMEHHOM KpumnTorpaguu u
nHpOpMaLMOHHOM Oe3omacHocTH. Takum 00pa3om, JaHHas padoTa MOCBAIICHA
UCCJIEJIOBAHUIO aKTyallbHOM 00JacTH, 3aTparvuparonieii Gu3nKy, MaTeMaTuKy 1
MpOrpaMMHUPOBAHUE.

[IpoGnema renepanyy MOJJIMHHO CIIyYalHbIX YMCENl 3aKJII0YAETCs B TOM, YTO €CJIU
“ciydaiiHas’ MOCJIE0BATENbHOCTD Oy[EeT CO3AaBaThCs HEKOTOPHIM MaTeMaTUYECKUM
QITOPUTMOM, TO OHa OyIeT mpeAcKa3yema, u4To, K IpuMepy, B 3a/1auax WHPOPMALMOHHOM
0€30MacCHOCTH MOXKET CKOMITPOMETHPOBATh 0€30MaCHOCTh JIMYHBIX AaHHBIX. [logo0HbIE
aJTOPUTMBI HA3BIBAIOT reHeparopamu rncepaociaydaitneix yucen (nanee - FTICY) u ux takxe
UCIIOJIB3YIOT B HayKe, B 3aJ1a4ax, [IPHU PELICHUU KOTOPbIX HE Hy>KHA UCTUHHAS CIIy4YallHOCTh
(3a1a41 MOZIETTMPOBAHUS, UMUTALIMS XaOTUUHBIX AEHCTBUI MOJIb30BATENS UT.1.), @ TAKXKE JIJIs
noBbIlIeHUs npousBoguTenbHocTH ['CY. B kauecTBe npuMepa MOKHO pacCCMOTPETh OJIMH U3
nepsbix [ TICY, koTopsii 6b6uT pa3paboTaH aMepUKaHCKUM MaTeMaTHKoM J[>kKoHoM ¢GoH
HeiimanoM, MexaHM3M KOTOPOTO Ha3bIBAETCS ‘METOAOM CepeArHbI KBaApara’ . BoT onucanue
JTAaHHOTO MeToaa: “/JecaimusHaunoe 4ucio 603600Umcsl 6 K8aopam, 3amem u3 cepeounsl
Keaopama yucia 6epémcs 0ecamusHauHoe YUucio, Komopoe CHO8a 803600UMCSL 8 K8AOpam, U
max oanee’’(ONMCAHNE JAHHOTO METO/1a OBLIO B3SITO CO CTPAHULIBI OHJIAMH SHIUKIONEANH
“Buxuneaus”, nocsuieHHoH ['TICY (cM. ccpuiky 2)). O4eBUIHBIM HEJOCTATKOM JaHHOTO
I'TICY siBnsieTcst OrpaHU4YEHHOCTD BbIIaBAEMOT0 MHOYKECTBA, T.€. €CJIM B KAYECTBE BXOJHOTO
yucna Oyzner nepeaano, Harpumep, ynciao 1 000 000 000, To I'TICY 3anukauTcss © HAYHET
BbIaBarh Jiib 0 (T.k. cepenunoit 1 000 000 0002 siBnsiercs 0, a cepenunoit uncna 02
SBIISIETCS HOJIb UT.J.). Taxke paHO WM MO3/IHO CepeiiHa HEKOTOPOTO YHCIIa COBIAJIET C
HayaJbHBIM YHCIIOM, KOTOPOE BBOAMTCS YEIOBEKOM U BCE BBIXOAHBIE TaHHBIE HAUHYT
MOBTOPATHCSA BHOBB. [Ip0o0aemMbl 3aLIUKIEHHOCTH U IPECKA3yeMOCTH SIBISIIOTCS OCHOBHBIMHU
npo6nemamu Bcex [ TICY. 3Hast anroputM, UCHOIB3YEMBIH ISl CO3/1aHUS YUCEIT, H €T0
BHYTPEHHEE COCTOSIHUE, MOXKHO ITPEICKa3aTh BCE YUCIIA, BO3BPAIAEMbIE MTPU MOCIEIYOIIUX
UTEpaLUsiX, TOra Kak ¢ AEMCTBUTEIBHO CIyYailHBIMU YHCIaMHU 3HAHUE OTHOTO YMCIIa WIH
MPOU3BOJIHHO JJIMHHOM MOCJIE0BATEIHLHOCTH YHCEN OeCIoIe3HO.

I'CY ¢opmupyroT nocae10BaTelIbHOCTb CIIyYalHBIX YHCEN B 3aBUCUMOCTH OT TEKYILIETO
3HAYEHUS KaKOTO-TH00 aTprlyTa GU3NIECKOi Cpebl, KOTOPBIA MPAKTHIECKH HEBO3MOXKHO
CMOJIETIMPOBATh MPH TEKYIIEM YPOBHE 3HaHUH. B pamMkax 1aHHOTrO MPOEKTa 5 U3YUHJI 3Ty
o0nacth, HanboJIee pacpoCTPaHEHHbIE METOABI TEHEPALMU CITyHYalHbIX YUCEI, a TAKKe
METO/Ibl IPOBEPKHU CITy4alfHOCTU HEKOTOPOH MOCIIEI0BATEIbLHOCTH.

Hwxe npuBenena Tabnuiia, B KOTOpOil cpaBHUBaOTCS MpeumyIiectsa u Hepoctatku ['CY u
I'TICY (cm. Tabm. 1)



Taxoke OblTa co3ana TabnuIa, B KOTOPOH yKa3bIBaeTCsS HauOosIee MOIXOISIINI reHepaTop
JUTSL TEX WJTM MHBIX CUTyanui (cM. Taod. 2).



I'maBa 2. O030p MeTOXOB reHepaluu CIAYYAWHBIX U MCEBA0CTYYANHbBIX
yuceJl.

B nanHoI m1aBe OyyT onucaHbl METOABI T€HEPALMU CITyYalHbIX U NICEBAOCTYyYalHbIX YHCET,
HCCJICIOBAaHHBIE B PAMKaX JAHHOTO IIPOEKTA.

2.1. TennioBble KoJIe0aHus pe3ncTopa. /laHHBIN METO OCHOBBIBAETCS HA TEIJIOBOM IIIyME
pe3HUCTOpa, KOTOPBIN BO3HUKAET U3-3a Xa0THYECKOTO TEIUIOBOTO JBYKCHHS HOCUTENIEH 3apsaaa
B IIPOBOJHUKE, B PE3YNIbTAaTe Y€ro, pU U3MEPEHUH HAPSIKEHUS Ha PE3UCTOpe, OHO OyzeT
MOCTOSIHHO (prrykTynpoBats. [Ipu usmepenun konebaHuii HaNpsHKEHUs! ¢ IOMOLIBIO
gyBcTBUTENbHOrO ALII (ananoro-uugpoBoro npeodpas3oBaressi) U yCHICHUS CUTHATIA,
MOYHO TIOJIy4aTh CIy4dailHble yKciia. JJaHHbIM METOJT TeHEpallU CITyYalHbIX YHCEN
peain30BaH Ha JIOTHYECKUX JIEMEHTaX YUIOB B COBPEMEHHBIX poueccopax Intel. JlaHHbII
METOJ] FTeHEepaLliU CIIy4alHbIX YHCEl SBJSETCS OAHUM U3 HanboJjee pacpoCTPaHEHHBIX, B
CHITy CBOEH BBICOKON MPOU3BOAUTEIBHOCTH U (PU3NUECKONH KOMIAKTHOCTH (puHanbHoro I'CY.

2.2. I'CY, ocHoBaHHbIii Ha aTMocdepHOM myMe. OAUH U3 KPyIMHEUIINX CEPBUCOB,
3aHUMAIOIIUICS TeHepalnyel HCTUHO CIIydaiHbIX YKcel - random.org UCTONIb3yeT METO/,
OCHOBAHHBIN Ha PErUCTPalU aTMOC(EpHBIX NTIyMOB. B pacnopsibkeHue cepBrca HaXOAATCs
HECKOJIBKO PaJIMONIPUEMHHUKOB, HACTPOEHHBIX Ha MPUEM ONpeeleHHbIX yacToT. LIlymsl,
KOTOpBIE YJIaBIUBAIOT JaHHbIE IPUEMHUKH B OCHOBHOM BO3HUKAIOT U3-32 MOJIHUH, KOTOPbIE
€KECEKYH/IHO yAApSIOT B CAMBbIX Pa3HbIX TOUYKaX IJIAHETHI, CO3/1aBasi paJAHOIIyMbl, KOTOPbIE
IpY CMEIIMBAHUYN CO3IAI0T HEKOTOPBIA (OH. A Tak Kak MpeayraiaTb MECTO U BpeMsi, B
KOTOPOM yJapuT CJeIyolasi MOJIHUS - HEBO3MOXKHO, TO U3MEHEHHUE 3TOro arMoc(epHoro
HIyMa sIBJISIETCS HElpeIcKa3yeMbIM (JlaHHas nHpopMaius Obuia B3siTa ¢ 0pUIUAIBHOIO caiita
random.org (cM. cchuUIKy 3)).

2.3. KBanToBble (pJIyKTyauuu BakyymMa. XoTejaoch Obl TAK)KE YIOMSHYTh METO]] TeHEpaIuu
CJIydaliHBIX YKCEJl, OCHOBAaHHBIN Ha KBAHTOBBIX (IYKTyalusAX BakyyMma. Jlejo B TOM, 4YTO
BaKyyM B CYIIIHOCTH HE SIBJISIETCS IIyCThIM. B HEM, B cHiTy IPUHIUIIA HEOIIPEAEIEHHOCTH
MIOCTOSIHHO BO3HUKAIOT HA KOPOTKHM ITPOMEKYTOK BPEMEHM Napbl BUPTYaJIbHBIX YACTHI] - T.€.
BO3HHKAIOT HETpeICKazyeMble KojeOaHHs ypPOBHsI SHEPTHU B IPOCTPAHCTBE.

Komanna xananckux ¢usukos pazpadorana 'CY (cM.ccpuiky 4), OCHOBBIBasiCh Ha
BBILICYIOMSIHYTOM (pakTe. Eciu onpeneneHHbIM 00pa30B MyCTHTD JIa3epHbIH JIyd, TO OH OyJeT
B3aMMO/IEICTBOBATh C BUPTYyaJIbHBIMH YaCTHUIIAMH, KOTOPbIE BCTPEYAIOTCS y HETO Ha MyTU. A
TaK KaKk BOSHUKHOBEHHE BUPTYAJIbHBIX YACTHUI] SIBJISETCS CTOXaCTHUECKUM, TO U TIOBEACHUE
Tyda OyJeT ciryJaiiHbIM, a peruCTpalys OBEICHUs Jla3epa M03BOJISIET IPeodpa3oBaTh
HOoJTy4aeMyto HH(OPMALKIO B ClTydaiiHbIe YUCIIA.

2.4.I'CY, ocHOBaHHBIii HA perucTpalu HOHU3UPYIoLIero u3ay4yenus. HotBits (cm.
CCBUIKY 5) - ele OANH CaiT, 3aHUMAIOIIHNICS TeHepaIuen CiydyalHbIX YUCeN I Pa3HbIX
Hy) . Cily4aiiHble 4yncIa Uil 3TOTO caiiTa TEHEPUPYIOTCA € IOMOIIBIO cueTunka [eiirepa,
PErUCTPUPYIOLIEr0 HENPEACKA3yeMO€e HOHU3ZUPYIOLIEE U3ITyYEHHUE, KOTOPOE BBI3bIBACTCS
pPaAMOaKTUBHBIM pacnasoM. MUHYCOM JaHHOTO METOJA SIBIISIETCS. HU3Kask CKOPOCTh
TeHEpAIMK YKCel, B CITy4ae C JaHHBIM caiiToM oHa paBHa 100 GaiiTaM B CEKyHTY.



HecMoTps Ha TO, 4TO HEKOTOPBIE U3 BBILIEONHUCAHHBIX METOAOB UMEIOT HU3KYIO CKOPOCTb
MIPOM3BOACTBA CIYUYaHBIX YUCEIN, €€ MOXKHO yBeJINYUTh, ucnonbiys [ TICY. [lns Gonee
SICHOTO OOBSCHEHHSI, PACCMOTPHUM PACIIPOCTPAHEHHBIN METO/] FeHEepalliy CITyYailHbIX YHuCe -
JMHEUHBIN KOHTPYIHTHBIN MeTo] (CM. cchUIKY 6). CyTh ME€TOJIa CBOAUTCS K ClIEAYIOLIEei
peKyppeHTHOH popmye:

Xn+1 = (aXn + c¢)mod m,

IJie m, a U C - HaTypaJyibHble yncina (m>2, 0<a<m, 0 < ¢ <m). Kak Obu10 CKa3aHO
BoImie, nanubiil ['TICY, kak u Bce apyrue paHo Wiv mo3aHo 3anukiuTes. Harpumep, s m =
10, X0 = a = ¢ = 7 nojly4uM nocieaoBaresbHocTh: 7,6,9,0,7,6,9,0..., koTopas

3alMKINBaeTcs (TOBTOPSETCS MOCIEA0BaTENLHOCTE 7, 6, 9, 0).
Opnnako, OrpaHUYMBAs YUCIIO UTEPAIMH VISl TAHHOTO aJrOPUTMa C MOCTOSHHBIMU
ko3 punrenTaMu (10 3aUKINBaHUS MTOCIEI0BATEILHOCTH) U 3a7aBas X 0 CIIy4aifHO (B35B

3Ha4YeHHe, noayyeHHoe ¢ moMolpio ['CH), MOXKHO MPUYMHOXKUTH KOJTMYECTBO MOTYYaeMbIX
UCTUHHO CIIy4aiHbIX YHUCEIL.



I'maBa 3. Co31aHue IKCIIEPUMEHTAIbHON YCTAHOBKH 110 T'eHepallun
CJHYyYANHBbIX YHUCEJ.

B pamkax paboThl Hag JaHHBIM ITpoekToM OblT co3niad I'CY, ocHOBaHHBIHM Ha
BUJICOPETHCTPALlMU IBWKEeHUs TapaduHa B 1aBoBoii amie. ['CY, ocHOBaHHBII Ha TOM ke
¢u3nueckoM MexaHusMme, ucnoibsyercsa B komnanuu CloudFlare.

3a IBW)KCHHEM JKHUJIKOCTEH B JIAaBOBOM JiaMIie HaOmronaeT kamepa (11 IEMOHCTPAIMOHHOM
YCTaHOBKH OBIJIO UCTIOJIB30BAaHO 3alICAHHOE BUJIE0, KOTOPOE BIIOCIIEACTBUU Oy/IeT 3aMEHEHO
Ha BUJEO C KaMepbl B peajJbHOM BpeMeHH). J[J1s oIy4eHHOro BUAECO YCTaHABIMBACTCS
LBETOBOM PEKUM “OTTEHKHU CEpOro”, TAKUM 00pa3oM, KaxJIblii MUKCEIb UMEIOLIETOCs BUIEO
MOXXHO omnucath unciioMm oT 0 10 255 (rae 0 - yepHbIit 1BeT, a 255 - Genbiii (cM. puc. 1)),
UCHOJB3YsI CEPYIO IIKaITy, B KOTOPOM Ha KaXKIbIH MUKCEIb N300paskeHust puxoauTcs 1 6aiT
(8 6ut) maGOpManu. Pa30ouB BUI€0 HA KAAPHI, MBI MOXKEM MPEACTABUTH KaXKIIbIN KaJp KaK
MaTpHILy, K&Kl 3JIEMEHT KOTOPOM XapaKTepu3yeT ONpeeeHHbIN MuKcelb. [1o
MEepBOHAYAIILHOM 3a/lyMKe IJIAaHUPOBAJIOCh OpaTh YKcia, MOIyYeHHbIE IPU Pa3IoKEHUH 3TOU
MaTpHIbI B CTPOKY, OAHAKO JAHHBIM BApUAHT UMEJI MHOXKECTBO U3bsIHOB. Bo-1iepBbIX,
BO3HHKJIA OBl HEOOXOMUMOCTh OpaTh KaJphbl C HEKOTOPOH pa3HuUIlel BO BpeMeHH (3-5 cexyHn),
YTO OYEHb CUIILHO OBl yMEHBIIWIO TIpou3BoaAuTenbHOCTh ['CU. A BO-BTOPHIX, Ha JIBYX
Pa3IMYHBIX KaJpax CKOpee BCero ObLIM Obl HASHTHUYHbIE MUKCEH, TaK KaK B Kaape
OCTaBAJIUCh HEU3MEHHBIE 001acTh (Kpasi IaMIIbl, B KOTOPBIX HE IJIABAIOT Karuid napaduHa u T.
1.). [ToaTromy ObUIO IPUHATO pelIeHKE MPOIMYCKaTh KaX10€ YHCII0, XapaKTepu3yolee Kaap,
yepes3 aJropuTM X3IIMPOBAHHUSA, TaK KakK MPHU JaKe HE3HAUUTEIbHOM U3MEHEHNE 3HAYEHUS
aprymeHTa x31-(yHKIIUA, 3HAYCHUE ITONH caMOoi (yHKIIUU OyZIeT CHIIbHO MEHSTHCS.

Yucio, noryyaemMoe paziokKeHUeM JaHHON MaTpUIbl B CTPOKY, UCIIOIb3YeTCs KaK apryMEHT
s X31-(pyHKIMU mdS, koTopasi Bo3BpaaeT 128-0UTHOE YUCIIO B HIECTHAAIATEPUIHOM
cucreMe curciaeHus. Tak Kak OHO 3aBUCHUT OT U3MEHEHUS U300pakeHUs B KaJIpe U, KaKk
CJIEICTBUE, OT JBMKEHHS )KUIKOCTEH B JIABOBOH JlaMIIe, a TaK Kak COBpeMEHHasi (PU3MKa HE B
COCTOSIHUE TOJIHOCTBIO ONUCATh U MPEICKa3aTh MOBEIEHUE BA3KOM KHUIKOCTH B Cpejie, TO
IIOJTyYEHHBIE YHMCIIA SBJISIOTCS CIIy4YaliHBIMH.

Jist mporpamMMHO# peanu3zaiuu ganHoro ['CH Oputa HanmcaHa nmporpamMma Ha sizbike Python ¢
ucrosib3oBanueM ouodanorek OpenCV (s paboTsl ¢ n3o0pakennem) u hashlib (s
XEIUPOBaHUS BXOIHBIX JJAHHBIX ). Hrke mpecTaBiieH MOTHBINA KO MPOTrpaMMEbl (CM. puc. 2).

[Tocne nmmnopra OUOINOTEK U 3arpy3Ku BUAEO porpaMMa paccMaTpuBaeT KaXkJIbli KaJp Kak
MaTpHuily, KOTOpas IpeACTaBlIeHa KaK CUCTEMa BIOXKEHHBIX MacCUBOB. I1ocie aToro
IIporpaMMa IIyTeM JBOMHOIO BXOXKJACHHUS B CUCTEMY MaCCHUBOB U3BJIEKAET BCE UX JIEMEHTHI,
nepeMelnas ux B CTpOKY, Kotopasi OyJieT SBISTbCS apryMeHToM [yt xaul-¢pyHkuuu. [Tocne
MOJIy4YEHHS JaHHOTO YKCJIa IPOrpaMMa XDIIUPYET €T0 UCIIOJb3YsS aIrOPUTM XIIIUPOBAHUS
md5, 3HaueHHEe KOTOPOro MOCIE ITOTO MEPEHOCUTCS B TEKCTOBBIN (paiiin text.txt.

VY4uThIBas, 4TO IpOrpaMmMa npeodpaszyeT KaxIblid Kaap (BUACO TPAHCIUPYETCS C YaCTOTOH 25
K/C) B UHCII0, a aNTOPUTM Xa1upoBanust mdS Bo3Bpariaer 16 GaiitHoe (128 6utHoe) unco,

HECJIO)KHO MTOCYUTATh, YTO MPOU3BOANTENIbHOCTD AanHoro I'CY paBusiercs 400 Oaiitam B
cekyHnay (25 x/c * 16 Gaiit = 400).

Hcnonb3ys aHalOTHYHBIN NPUHIUI MOTYT OBITh Takke co3aanbl ['CY, 6e3 u3MeHeHust
anmapaTHoro ¥ MporpaMMHOT0 00ECIEUeHHs, OCHOBAHHBIC HA XaOTUUHBIX ABUKCHUSIX
JBOMHOTO MasiTHUKA, OECTIOPSAOUYHBIX JBUKEHUIX MUKPOCKOMTUYECKUX BUTUMBIX
B3BEIIICHHBIX YaCTHUI[ TBEPIOTO BEIIECTBA B )KUKOCTH WIIH Ta3e M3-3a OPOyHOBCKOTO
JBUKEHUS U TPOUYUX CTOXACTUUECKUX MaKpOIpoIleccax.



I'maBa 4. MeToanbl onpeaesieHusi MePbl CJIYYAMHOCTH YHUCIOBBIX
I0CJIe10BATEeILHOCTEH.

[Ipu paboTe ¢ pa3IMUYHBIMU METOJJAMHU TEHEPALUH CITyYalHBIX YACENT BOSHUKAET BOMPOC,
HACKOJIbKO HaJie:keH TOT uiy uHoit 'CU? J[ns oTBeTa Ha TaHHBIN BOIPOC CYIIECTBYET
OOJIBITIIOE KOJIMYECTBO PA3IMYHBIX TECTOB, PE3Y/IBTAThI KOTOPHIX MO3BOJISIOT CKA3aTh, SIBISICTCS
JIY TIOCJIEIOBATENIbHOCTD, BblJaBaeMast aHHbIM ['CY, ciiy4yailHOM U HaCKOJIBKO OHA
HenpeIcKazyema.

Haubonee pacnpocTpaHeHHBIM METOJIOM OIPEEIICHUS MEPbI CIIy4aliHOCTH JIBOMYHBIX
MOCIIEIOBATEIbHOCTEN SABIIAETCS MakeT crarucTudeckux TectoB NIST, pazpaboraHHbIi
JlaGopatopueit nH()OPMAIIMOHHBIX TEXHOJIOTHH. J[aHHBII makeT BKIIroUaeT B ceds 15
Pa3IUYHBIX TECTOB, KOTOPBIE POBEPSIOT Pa3HbIE apAMETPBhI TOCIEN0BATENBHOCTH, IS
orpezieNieHus ee ciay4yaiiHocTu. BoT crincok Bcex TecToB (MH(pOpMaIus O JaHHBIX TeCTax
ObLy1a B35Ta CO CTPAHUIIBI OHJIANH SHIUKIIONEANH “Bukumneaus”, mOCBSIIICHHON
craructuaeckum tectam NIST (cMm. cepuiky 1)):

YacToTHBIN MOOUTOBBIM TECT.

YacToTHbIH OJOYHEIN TecT

Tect Ha ocen0BaTENILHOCTH OIMHAKOBBIX OUTOB
Tect Ha camyl0 JUIMHHYIO TIOCTIEIOBATEILHOCTD €IMHUIL B OJIOKE
Tect panroB OMHAPHBIX MaTPHUIL

CrnextpanbHbli TECT

Tect Ha coBMaieHNE HETIEPEKPHIBAIOIIUXCS 1a0JIOHOB
Tect Ha coBnajieHNE NEPEKPHIBAIOINXCA Ta0IOHOB

9. VYHuBepcallbHBIN CTaTUCTUUECKUM TecT Maypepa

10. Tect Ha TUHENHYIO CIIO)KHOCTb

11. Tect Ha MEPHUOTUYHOCTD

12. Tect npuOIU3NTENEHON SHTPOITUU

13. TecT KyMyJISITUBHBIX CYMM

14. TecT Ha MPOU3BOJIbHBIE OTKJIOHEHUS

15. dpyroii TecT Ha MPOU3BOJILHBIE OTKIOHEHUS

PN R DD

B pesynbrare npoxoxaeHus Kaka0ro TecTa, IporpaMmma BO3BpallaeT 3HaueHue

ko3 dunuenta p. Ecinu 3Hauenue nanHoro napamerpa oompuie 0,01, To Tect cunraercs
npoiinenHsiM. Ha ocHoBe Beex 15 k03¢ dumeHToB (opMHUpPYyeTCsi OKOHYATEIbHOE 3HAaUECHHUE
ko3 dunuenta u eciu p > 0,01, To mocner0BaTENEHOCTh MOXKET CUUTATHCS CITy4alHOM.

Bor KpaTKOC OIMMCAHNEC HCKOTOPBIX N3 YKA3dHHBIX BbBIIIC TCCTOB:

YacToTHbIi M00MTOBBIN TecT. CyTh JAHHOTO TE€CTA 3aKJIFOYAETCS B IOMCKE OTHOLLECHUS
xoimyectBa 0 1 1 B JBOMYHOM TTocaeaoBaTeIbHOCTH. UeM Ommke gJaHHast
MIOCIIEZIOBATENILHOCTD K CIIy4aifiHOH, TeM Onuke 3To oTHoIIeHue Oyaet k 1 (umu k 0,5 ecnu
OIleHUBaETCs OTHoIIeHre () MM eIUMHUI] K KOJIMYECTBY 3HAKOB B MOCIIEA0BATEILHOCTH).
JlaHHBII TeCT sBIsIeTCS MEPBBIM B nakeTe ctatuctuueckux tectoB NIST u Bce nocnenyromue
TECTBI POBOATCS MPH YCIOBHUH, YTO TAHHBIA TECT OBLT MTPOHICH.

TecT HA MOCJIE10BATEJIbHOCTh OMHAKOBBIX OMTOB. [[enb TaHHOTO TeCTa - ONPENEIUTh
KOJIMYECCTBO HOCJIG,Z[OB&TGJIBHOCTGP'I OAUHAKOBBIX 6I/ITOB B IIOCJICO0BATCIBbHOCTHU U CACIATh
BBIBO/[ O TOM, lleﬁCTBI/ITeJIBHO JIN KOJTUYCCTBO prlIOB, COCTOAIIMX U3 CANHUIL U Hy.]'[@ﬁ C
paSHI/IqHLIMI/I JJIMHAMH, COOTBeTCTByeT ux KOJII/I‘-IGCTBy B cnyqaﬁHoﬁ IIOCJICAOBATCIIBHOCTH.
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TecT HA caMyI0 JJIMHHYIO N0CJI€I0BATEIbLHOCTh eIMHMI B 0J10Ke. JJaHHbIN TECT B YEM-TO
CXO’K C TIPEABIAYIUM (TECT Ha TIOCJIEIOBATEIIBHOCTh OIMHAKOBBIX OMTOB). JlaHHBIN TeCT
3aKJII0YaeTCs B ONPEEICHUE AJTMHBI CAMOTO IJTMHHOTO PsJia MOCIEA0BATENBHO UTYIINX
€MHUI] ¥ BBISICHUTH, COOTBETCTBYET JIM JJIMHA JAHHOTO Psi/ia OKUIAHUSM JITTUHBI psiia
€IMHUIL B A0COIOTHO CIIy4aifHOM MOCTIeI0BaTeTbHOCTH.

CnexrpajbHblii TecT. CyTh T€CTa 3aKJIIOYAETCS B IOMCKE IIEPUOUUECKUX CBOMCTB BXOIHOM
MOCJIE0BATEILHOCTH (CM. pUC. 3) C TOMOIIBIO TUCKPETHOTO TIpeoOpa3zoBanus Dypre
HCXOJHOW MOCIJIEJ0BATEIBHOCTH.

Ha 3akimtountensHoM dTane Oblia MPOBEpEHa MOCIEA0BaTEIbHOCTD, MOJIyYeHHAs ¢ IOMOIIIBIO
cozpanHoro I'CY (cm. “I'maBa 3.”), ¢ nomouisto TectoB NIST. s nanHON npoBepku ObLIO
YCTAHOBJICHO COOTBETCTBYIOIIIEE MPOTPaMMHOE obecrieueHue ¢ opunnansaoro caita NIST
(cM. ccbuIKy 7), a TaKkKe BBIXOJHAS [TOCIIEA0BATENbHOCTH co3nanHoro I'CY Oblia nepeBeneHa
B JIBOUYHYIO CUCTEMY CUHMCIIEHUS C OTCTYIIaMHU, HEOOXOIUMBIMHU ISl KOPPEKTHOU paboThI
IPOrpaMMHOTO 00eCreyeHHS.

[Tocrne 3Toro O66UT MPOBECH TECT ¢ yKa3aHHBIMH HIDKE MapameTpami (cM. puc. 4). [Tocne
MIPOXOXKICHHSI TeCTa, ObUIH MOJTyYEHbI JaHHBIE YKA3bIBAIOIIME HA TO, UTO
MOCJIEI0BATEIbHOCTD, Bbl1aBaemas JaHHbIM ['CY sBnseTcs ciiy4ailHOM, Tak Kak JJIsl BCEX
TecToB 3HaueHue p Obu1o BhImre 0,01 (cm. puc. 5 u 6).
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3aKIIOueHUE

Bce BrImmeckazaHHOE MO3BOISET KOHCTAaTUPOBATh, UYTO HAa OCHOBC HCKOI'O CTOXaCTUYCCKOIO
(1)H31/ILI€CKOFO SBJICHHUA MOXXHO CO31aTh I'CH n MMOATBEPAUTD €TI0 pa6OTOCHOCO6HOCTI).
CJICI[OBaTe.HBHO, IMMOCTAaBJICHHAA T'HIIOTC3a MOATBCPANIACE.

B pamkax maHHOTO poeKTa ObLJIO MTPOU3BENIEHO MOTPYKEHHE B OOJIBIIYI0 001acTh,
3aTparuBalollyI0 CaMble Pa3HbIE aCIIEKThl COBPEMEHHOIO HayyHOro 3HaHud. Kak MHe
KaKeTcsl, Mpu paboTe Ha/l MPOEKTOM ObUTH BBITTOJTHEHBI BCE M3HAYAILHO TIOCTABICHHBIC
3a/1a4u:

1. Bbum u3yyeHbl OCHOBHBIE METO/BI TEHEPAIMU CITyYaiHBIX U YUCEIl, a TaKXKe 001acTh
UX IpUMEHEeHUs. bblh paccMOTpeHbl KOHKPETHBIE METOIUKH Jyis co3nanust ['CY.

2. B mporecce peanuzanuu npoekTta Obu1 co3aan u ontuMusupoBad ['CY, ocHOBaHHBIN
Ha MHTEPECHOM (PU3MUECKOM MEXaHHU3Me, Pab0TOCIIOCOOHOCTh KOTOPOTO ITOATBEPAHIN
COOTBETCTBYIOIIHE TECTHI.

3. bBbuin U3y4eHbI METOBI IIPOBEPKHU CIYYAHHOCTH HEKOTOPOH YUCIOBOM
II0OCJICAOBATCIIBHOCTH. brin HN3y4YCH UHCTPYMCHT, HOSBOJ’ISIIOHH/II\/’I CpaBHHUTH HECKOJILKO
I'CY mexnay coboii.

[lepcrieKTHBBI TaTbHENUIIETO UCCISIOBAHMUS S BIDKY B O0siee ToApOOHOM M3Y4YEeHUH TaHHON
po0IeMbl, TOUCKE HOBBIX METOA0B T'€HEPAIH CITy4alHbIX U IICEBIOCTyUYaliHbIX YHCEN U UX
ONTUMU3ALINH.

Ha moii B3misizt 66110 ObI MHTEPECHO MONPOOOBaThH ce0s B CO3/1aHNE IPOIPAMMHOTO
o0ecrieyeHus C UCIOIb30BAHUEM IeHEpalUU CITyYailHbIX U IICEBIOCTYYalHBIX YUCEII, TAKMX
Kak:

1. Ilpunoxenue mo muppoBaHUIo HHOOPMAITUU C UCTIOIB30BAHUEM CITYYaHHBIX YHCEI.
2. Cepsuc, 3aHUMaOIINNCA FreHepaeil HCTUHHO CIIy4YalHbIX YHUCEI Ha OCHOBE
Pa3IMYHBIX METOJIOB.

B npornecce Hanrcanust paboOThI ObLUTH MOJTyY€Hbl HOBbIE 3HAHUS B CAMBIX Pa3HBIX 00JacTAX:
¢u3nKe, MaTeMaTHKe, IPOTPAMMHUPOBAHHH | T.7I. BBUT IOTy4eH OmbIT B paboTe co
crienanbHbIMU OnOnnorekamu B A3bike Python (OpenCV u hashlib) npu coznanuun
skcriepuMenTtanbHoro ['CY.
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Hcnonb3zyemasa nureparypa

Craructuueckue tecthl NIST:
https://ru.wikipedia.org/wiki/%D0%A1%D1%82%D0%B0%D1%82%D0%B8%D 19
81%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%BS5_%
D1%82%D0%B5%D1%81%D1%82%D1%8B NIST

I'eneparop nceBnocIydaHbIX YHCEIL:
https://ru.wikipedia.org/wiki/%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%
B0%D1%82%D0%BE%D1%80_ %D0%BF%D1%81%D0%B5%D0%B2%D0%B4%
D0%BE%D1%81%D0%BB%D1%83%D1%87%D0%B0%D0%B9%D0%BD%D1%
8B%D1%85_%D1%87%D0%B8%D1%81%D0%B5%D0%BB
https://www.random.org/history/
https://opg.optica.org/oe/fulltext.cfm?uri=o0e-19-25-25173&1d=224867
https://www.fourmilab.ch/hotbits/

JIMHENHBIN KOHTPYIHTHBIN METO:
https://ru.wikipedia.org/wiki/%D0%9B%D0%B8%D0%BD%D0%B5%D0%B9%D0
%BD%D1%8B%D0%B9_%D0%BA%D0%BE%D0%BD%D0%B3%D1%80%D1%
83%D1%8D%D0%BD%D1%82%D0%BD%D1%8B%D0%B9 %D0%BC%D0%B5
%D1%82%D0%BE%D0%B4
https://csrc.nist.gov/Projects/Random-Bit-Generation/Documentation-and-Software
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https://ru.wikipedia.org/wiki/%D0%A1%D1%82%D0%B0%D1%82%D0%B8%D1%81%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B5_%D1%82%D0%B5%D1%81%D1%82%D1%8B_NIST
https://ru.wikipedia.org/wiki/%D0%A1%D1%82%D0%B0%D1%82%D0%B8%D1%81%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B5_%D1%82%D0%B5%D1%81%D1%82%D1%8B_NIST
https://ru.wikipedia.org/wiki/%D0%A1%D1%82%D0%B0%D1%82%D0%B8%D1%81%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B5_%D1%82%D0%B5%D1%81%D1%82%D1%8B_NIST
https://ru.wikipedia.org/wiki/%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%B0%D1%82%D0%BE%D1%80_%D0%BF%D1%81%D0%B5%D0%B2%D0%B4%D0%BE%D1%81%D0%BB%D1%83%D1%87%D0%B0%D0%B9%D0%BD%D1%8B%D1%85_%D1%87%D0%B8%D1%81%D0%B5%D0%BB
https://ru.wikipedia.org/wiki/%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%B0%D1%82%D0%BE%D1%80_%D0%BF%D1%81%D0%B5%D0%B2%D0%B4%D0%BE%D1%81%D0%BB%D1%83%D1%87%D0%B0%D0%B9%D0%BD%D1%8B%D1%85_%D1%87%D0%B8%D1%81%D0%B5%D0%BB
https://ru.wikipedia.org/wiki/%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%B0%D1%82%D0%BE%D1%80_%D0%BF%D1%81%D0%B5%D0%B2%D0%B4%D0%BE%D1%81%D0%BB%D1%83%D1%87%D0%B0%D0%B9%D0%BD%D1%8B%D1%85_%D1%87%D0%B8%D1%81%D0%B5%D0%BB
https://ru.wikipedia.org/wiki/%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%B0%D1%82%D0%BE%D1%80_%D0%BF%D1%81%D0%B5%D0%B2%D0%B4%D0%BE%D1%81%D0%BB%D1%83%D1%87%D0%B0%D0%B9%D0%BD%D1%8B%D1%85_%D1%87%D0%B8%D1%81%D0%B5%D0%BB
https://www.random.org/history/
https://opg.optica.org/oe/fulltext.cfm?uri=oe-19-25-25173&id=224867
https://www.fourmilab.ch/hotbits/
https://ru.wikipedia.org/wiki/%D0%9B%D0%B8%D0%BD%D0%B5%D0%B9%D0%BD%D1%8B%D0%B9_%D0%BA%D0%BE%D0%BD%D0%B3%D1%80%D1%83%D1%8D%D0%BD%D1%82%D0%BD%D1%8B%D0%B9_%D0%BC%D0%B5%D1%82%D0%BE%D0%B4
https://ru.wikipedia.org/wiki/%D0%9B%D0%B8%D0%BD%D0%B5%D0%B9%D0%BD%D1%8B%D0%B9_%D0%BA%D0%BE%D0%BD%D0%B3%D1%80%D1%83%D1%8D%D0%BD%D1%82%D0%BD%D1%8B%D0%B9_%D0%BC%D0%B5%D1%82%D0%BE%D0%B4
https://ru.wikipedia.org/wiki/%D0%9B%D0%B8%D0%BD%D0%B5%D0%B9%D0%BD%D1%8B%D0%B9_%D0%BA%D0%BE%D0%BD%D0%B3%D1%80%D1%83%D1%8D%D0%BD%D1%82%D0%BD%D1%8B%D0%B9_%D0%BC%D0%B5%D1%82%D0%BE%D0%B4
https://ru.wikipedia.org/wiki/%D0%9B%D0%B8%D0%BD%D0%B5%D0%B9%D0%BD%D1%8B%D0%B9_%D0%BA%D0%BE%D0%BD%D0%B3%D1%80%D1%83%D1%8D%D0%BD%D1%82%D0%BD%D1%8B%D0%B9_%D0%BC%D0%B5%D1%82%D0%BE%D0%B4
https://csrc.nist.gov/Projects/Random-Bit-Generation/Documentation-and-Software

[Ipunoxenus
Tadanubl
XapakTepucTUKa rcu ramcuy
[Ipon3BOAUTENBHOCTD Huskas Bricokas
Jerepmunusm CroxacThueckuit JlerepMUHUPOBAHHBIN
CrouMoCTh (OTHOIIICHUE Hoporoit JlemieBrbrit
3aTpaueHHbIX JICHET U
BBIYMCIIMTENIbHBIX
MOIIIHOCTEH, HEOOXOUMBIX
JUISL pealiu3aliy TeHeparopa
YHUCET K €ro
MIPOU3BOUTEITLHOCTH)
Tad. 1

OobsaacTb NnpuMeHeHu st

Haub0os1ee moaxoasinmuii reHepaTop

3anaun nH(HOPMAIIMOHHOM 0€301MacHOCTH Icu
(reneparus KJIro4ueH U T.11.)
MopnenupoBanue I'TICH
Jlotepen, pO3BITPBILIH U T.J. Icy
Jwnzepunr I'TIC4
Tabm. 2
Pucynku
puc. 1
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.
M

GENERATOR SELECTI

% .f/assess 1000
0N

[8] Input File [1] Linear

Congruential

[2] Quadratic Congruential I [3] Quadratic Congruential II

[4] Cubic Congruential [5] XOR

[6] Modular Exponentiation [7] Blum-Blum-Shub
[8] Micali-Schnorr [9] G Using SHA-1

Enter Choice: ©

User Prescribed Input File: text.txt

STATISTICAL TESTS

Frequency [02]
Cumulative Sums [04]
Longest Run of Ones [06]
Discrete Fourier Transform [08]
Overlapping Template Matchings [18]
Approximate Entropy [12]
Random Excursions Variant [14]
Linear Complexity

INSTRUCTIONS

Block Frequency

Runs

ENLS

Nonperiodic Template Matchings
Universal Statistical

Random Excursions

Serial

Enter @ if you DO NOT want to apply all of the
statistical tests to each sequence and 1 if you DO.

Enter Choice: 1

Parameter Adjustments

[1] Block Frequency Test - block length(M):

[2] MonOverlapping Template Test - block length(m):
[3] Overlapping Template Test - block length(m):
[4] Approximate Entropy Test - block length(m):

[5] Serial Test - block length(m):
[6] Linear Complexity Test - block length{M):

Select Test (8 to continue): @
How many bitstreams? 10

Input File Format:

[68] ASCII - A sequence of ASCII 6's and 1's
[1] Binary - Each byte in data file contains 8 bits of data

Select input mode: @




RUNS TEST

(a) Pi = 0.469000
(b) V_n_obs (Total # of runs) = 516
{(c) V.nobs - 2 npi (1-pi)

——————————————————————— = B.804589
2 sgrt(2n) pi (1-pi)
SUCCESS o_value = 0255179
RUNS TEST
COMPUTATIONAL INFORMATION:
@ei - 0.516000

(b) V_n_obs (Total # of runs) = 589
{(c) V.nobs - 2 npi (1-pi)

——————————————————————— = B.425826
2 sgrt(2n) pi (1-pi)
SUCCESS o_value - 0.547035
RUNS TEST
COMPUTATIONAL INFORMATION:
@ei - 0.519000

(b) V_n_obs (Total # of runs) = 493
{(c) V.nobs - 2 npi (1-pi)

@.281167

SUCCESS p_value = B.56598983

puc. 5

16



RUNS TEST

(a) Pi - 9.532000
(b) V_n_obs (Total # of runs) = 497
(c) V.nobs - 2 npi (1-pi)

----------------------- - 9.042750
2 sgrt(2n) pi (1-pi)

SUCCESS ovalue = @.951791
RUNS TEST

COMPUTATIONAL INFORMATION:

@ei - 0.499000

(b) V_n_obs (Total # of runs) = 477
(c) V.nobs - 2 npi (1-pi)

----------------------- = 1.028506
2 sgrt(2n) pi (1-pi)

SUCCESS o_value - 0.145800
RUNS TEST

COMPUTATIONAL INFORMATION:

@ei - 0.524000

(b) V_n_obs (Total # of runs) = 514
(c) V.nobs - 2 npi (1-pi)

B.679183

SUCCESS p_walue = B.336799

puc. 6
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